C.56

Contra
Costa
County

To:  Board of Supervisors
From: Monica Nino, County Administrator

Date: February 8, 2022

Subject: Response to Civil Grand Jury Report No. 2104 - "Cyber Attack Preparedness in Contra Costa County"

RECOMMENDATION(S):
APPROVE the Board of Supervisor's response to the Civil Grand Jury Report No. 2104, "Cyber Attack Preparedness in Contra Costa County"
and DIRECT the Clerk of the Board to forward the response to the Superior Court immediately following Board action.

FISCAL IMPACT:
No fiscal impact. This is an informational report.

BACKGROUND:

On November 22, 2021, the 2020/21 Civil Grand Jury filed the above-referenced report regarding cyber attack preparedness . The report was
referred to the County Administrator by the Board of Supervisors for response no later than February 20, 2022. The County Administrator has
prepared a response for consideration by the Board of Supervisors, which clearly specifies:

* Whether a finding or recommendation is accepted or will be implemented,;

* [f a recommendation is accepted, a statement as to who will be responsible for implementation and by what
definite target date;

APPROVE D OTHER

RECOMMENDATION OF CNTY ADMINISTRATOR |:| RECOMMENDATION OF BOARD COMMITTEE

Action of Board On:  02/08/2022 APPROVED AS RECOMMENDED D OTHER

Clerks Notes:
VOTE OF SUPERVISORS
AYE: John Gicia, District 1 Supervisor I hereby certify that this is a true and correct copy of an action taken and entered on the minutes of the Board of Supervisors on the date shown.
Candace Andersen, District Il Supervisor ATTESTED: FEbmar}’ 8,2022
Dianc Burgis, District 11 Supervisor , County Administrator and Clerk of the Board of,Supervisors

Karen Mitchoff, District IV Supervisor

Federal D. Glover, District V Supervisor

Contact: Laura Strobel (925) 655-2058
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BACKGROUND: (CONTD)
A delineation of the constraints if a recommendation is accepted but cannot be implemented within a six-month period; and
* The reason for not accepting or adopting a finding or recommendation.

CONSEQUENCE OF NEGATIVE ACTION:

In order to comply with statutory requirements, the Board of Supervisors must provide a response to the Superior Court within ninety days
of submission of the report.

ATTACHMENTS

Response to Civil Grand Jury Report No. 2104 Cyber Attack Preparedness in Contra Costa County
Civil Grand Jury Report No. 2104 "Cyber Attack Preparedness in Contra Costa County"



CONTRA COSTA COUNTY CIVIL GRAND JURY
REPORT NO. 2104

“Cyber Attack Preparedness in Contra
Costa County”

RESPONSES TO FINDINGS:

F1. CountyIT Departments are chronically understaffed.
F1response. The respondent agrees with the finding.
F2. Obsolete equipment poses avulnerability threatto County Information Technology Security.
F2 response. The respondent agrees with the finding.
F3. Some County Information Technology Departments do not have time to conduct software and
hardware updates, and vulnerability scans which are critical for cyber security because of
understaffing.

F3 response. The respondent agrees with the finding.

F4. Some County departments with small Information Technology staffs do not have specialized cyber
security personnel.

F4 response. The respondent agrees with the finding.
F5. Cybersecurity trainingis performed on an inconsistent basis in some County departments.

F5 response. The respondent agrees with the finding.



F6. County employeesand contractors use personal storage devices (e.g., flash drives) on County
computers.

F6 response. The respondent partially agrees with the finding.

Some County departments currently have technical controls which prohibit the use of personal
storage devices on County computers.

F7. The use of personal devices makes County computers vulnerable to denial of service, data
breaches or other cyber-attacks.

F7 response. The respondent agrees with the finding.

The industry is, however, moving in a direction where use of personaldevices forsome work
functions is more common, and in some cases necessary.

F8. Information Technology expenditures and budgets in County departments are not transparently
reported so it is difficult to identify redundant and duplicative Information Technology expenditures.

F8response. The respondent agrees with the finding.

F9. Decentralized Information Technology structures increase vulnerability to cyber-attacks.
F9response. The respondent agrees with the finding.

F10. The County’s Information Technology structure is decentralized.

F10 response. The respondent partially agrees with the finding.

The County Administrator and Chief Information Officer have put into place an Information
Technology Executive Advisory Committee, which will provide a centralized governance structure
forinformation Technology decisions.

F11. Based on interviews, Contra Costa County is at a disadvantage to hire Information Technology
staff with cybersecurity expertise due to increased compensation and perks offered by some private

enterprises.

F11 response. The respondent agrees with the finding.

RESPONSES TO RECOMMENDATIONS:

R1. The Board of Supervisors direct the County Chief Information Officerby December2022 to create
a talent pool within Department of Information Technology (DolT) that includes cybersecurity experts
to relieve chronicstaffing shortages in all Information Technology departments.

R1 response. The respondent agrees with this recommendation.



Prioritization and timing of budget and staffing is, however, subject to approval. The Department
of Information Technology (DolT) has started addressing this by hiring a Chief Information
Security Officer in 2020, and additionalsecurity staff whose focus are County-wide security
efforts. This s in alignment with the County’s Information Security Strategy.

R2. The Board of Supervisors direct the County Administrator by June 2022 to require all Information

Technology departments to forbid use of personal devices on and with County computers (e.g.,
personal thumb drives).

R2 response. The respondent partially agrees with this recommendation.

The recommendation will be implemented, but documented exceptions may exist and be
required due to departmental necessity.

R3. The Board of Supervisors direct the County Administrator by June 2022 to require the installation

of software on all County computers that can scan for threats and viruses on any device attached to
them.

R3 response. The respondent agrees with this recommendation.

The Chief Information Officer, Chief Information Security Officer, and Information Technology
Executive Advisory Committee will work with County Administrator to adopt policy that requires
this control. The Chief Information Officer and Chief Information Security Officer are additionally
in process of ensuring the deployment of managed detection and response software on all
county computers. This is in alignment with the County’s Information Security Strategy.

R4. The Board of Supervisors direct the County Administrator by June 2022 to authorize DolT to
require systemvulnerability testing on all County computer systems.

R4 response. The respondent agrees with this recommendation.

The Chief Information Officer, Chief Information Security Officer, and Information Technology
Executive Advisory Committee will work with County Administrator to adopt policy that requires
this control. Vulnerability testing is, and will continue to be, conducted on a risk basis. This is in
alignment with the County’s Information Security Strategy.

RS. The Board of Supervisors direct the County Administrator by June 2022 to require all county
employees to complete annual cyber security awareness training.

R5 response. The respondent agrees with this recommendation.

The Chief Information Officer, Chief Information Security Officer, and Information Technology
Executive Advisory Committee will work with County Administrator to adopt policy that requires
this control. Additionally, the County isin the process of procuring security awareness training
which will be administered jointly by DolT, County Risk Management, and Human Resources.
This is in alignment with the County’s InformationSecurity Strategy.



R6. The Board of Supervisors direct the County Administrator by June 2022 to have DolT ensure
mandatory updates are performed on all systems for all software applications.

R6 response. The respondent agrees with this recommendation.

The Chief Information Officer, Chief Information Security Officer, and Information Technology
Executive Advisory Committee will work with County Administrator to adopt policy that requires
this control. The County will adopt a vulnerability management policy which will ensure that
mandatory updates are defined and communicated to all county departments, which is in
alignment with the Information Security Strategy.

R7. The Board of Supervisors direct the County Administrator by December 2022 to have all County
departmentsidentify and replace obsolete Information Technology hardware.

R7 response. The respondent agrees with this recommendation.

The Chief Information Officer will work with relevant stakeholders to identify a methodology for
identification and prioritization of replacement of obsolete hardware. Replacement will be
conducted on arisk basis, and is contingent on departmentalfunding, staffing, and compliance
obligations.

R8. The Board of Supervisors direct the County Administrator by June 2022 to require County
departments to identify their planned IT spendingintheir overall budgets for transparency.

R8 response. The respondent agrees with this recommendation.

The County Administrator’s Office works with each County department annually to develop the
budget for the upcoming fiscalyearand, as a part of that process, estimated interdepartmental
charges from Information Technology and Telecommunications are reviewed. Additionally, non-
County, Professional, Specialized Services (outside contracts), as wellas minor equipment and
fixed asset purchases are reviewed as part of the budget development process. Lastly, an annual
amount of approximately $2 million in reserve funding is available for technology projects to be
used to increase efficiencies and economies in Departments that do not have resources available
within their normaloperating budgets. Departmentalrequests forthis funding include the name
of the project, the amount of funding requested, a description of how the money will be spent,
and any expected immediate and on-going benefit from the expenditure. ‘



